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IT SECURITY POLICY

(Information Security & Cyber Governance Framework)

1. Policy Statement

CTC BITTOKEN is committed to protecting its digital infrastructure, intellectual property, user
data, token systems, financial assets, and operational platforms through a structured and risk-
based Information Security Management Framework.

Information security is treated as a strategic governance function essential to ecosystem trust,
operational continuity, regulatory compliance, and long-term digital nation sustainability.

2. Purpose

This policy establishes the framework to:

Safeguard digital assets, token systems, and blockchain infrastructure
Protect user, investor, and employee data

Prevent unauthorized access, data breaches, and cyber threats

Ensure operational continuity and system resilience

Align with ISO 27001 principles and international cybersecurity best practices

Strengthen investor confidence and ecosystem credibility

3. Scope

This policy applies to:

Allemployees, contractors, advisors, and partners

All digital systems, servers, wallets, cloud platforms, and databases
Blockchain infrastructure and token smart contract environments
Physical IT assets within office facilities

Third-party technology providers

It covers both on-site and remote operations.
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4. Governance Structure

4.1 Board Oversight

Information Security shall be governed at executive level with oversight responsibility assigned
to senior management.

4.2 Information Security Lead
An Information Security Officer (ISO) or designated executive shall:

¢ Oversee implementation of security controls
e Conductrisk assessments
e Ensure compliance with internal standards

e Report security posture to executive leadership

5. Information Security Principles

CTC BITTOKEN adopts the core security pillars:

5.1 Confidentiality

Information shall be accessible only to authorized individuals.
5.2 Integrity

Data and systems must remain accurate, complete, and protected from unauthorized
modification.

5.3 Availability

Systems and platforms must remain operational and resilient against disruption.

6. Cybersecurity Risk Management
CTC BITTOKEN shall implement:

¢ Annual cybersecurity risk assessments

¢ Vulnerability scanning and penetration testing

e Smart contract security audits (before token deployment)
e Threat monitoring and logging systems

e Secure wallet custody protocols

BINRGIGY] Pagesorzs
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e Access privilege management

All critical systems shall follow a risk-based control framework aligned with ISO 27001 Annex A

control principles.

7. Access Control Policy
e Role-based access control (RBAC) shall be enforced
o Multi-factor authentication (MFA) mandatory for sensitive systems
e Least-privilege principle applied
e Accessrights reviewed quarterly

e |Immediate revocation of access upon termination

8. Data Protection & Encryption

e Sensitive data shall be encrypted at rest and in transit
e Secure HTTPS and SSL/TLS protocols mandatory
e Backup systems encrypted and stored securely

o Private keys stored using secure custody practices

9. Cloud & Infrastructure Security
If cloud services are used:

e Only reputable cloud providers with global compliance standards
e Encrypted storage
e Segregated production and development environments

e Secure DevOps lifecycle controls

10. Smart Contract & Token Security
Before any public deployment:

¢ Independent third-party smart contract audit

e Code review and vulnerability assessment

T) BITTOKEN
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e Multi-signature treasury wallets

e Emergency pause mechanism (if applicable)

e Secure token minting and release protocols

11. Incident Response & Breach Management
CTC BITTOKEN shall maintain:

e Adocumented Incident Response Plan

e Defined escalation procedures

e Breach containment protocols

e Regulatory reporting process (if required)

e Post-incident review and corrective actions

Critical incidents shall be reported to executive leadership immediately.

12. Business Continuity & Disaster Recovery

e Secure data backups performed regularly
e Disaster Recovery Plan (DRP) maintained
e Periodic recovery testing

o Redundant hosting infrastructure (where applicable)

13. Employee Awareness & Training

All staff shall:

e Undergo annual cybersecurity awareness training
e Sign confidentiality and acceptable use agreements

e Follow secure password and device management standards

14. Third-Party Risk Management
Vendors and service providers must:

e Meet minimum security standards

Building the World’s First Equitable Digital Nation
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e Sign data protection agreements

e Undergo due diligence before onboarding

15. Compliance & Certification Roadmap

CTC BITTOKEN intends to progressively align with:
e ISO 27001 Information Security Management System
o UAE Cybersecurity Guidelines
e International best practice standards

Certification may be pursued as part of long-term strategic positioning.

16. Monitoring & Review
This policy shall be:

e Reviewed annually
e Updated upon regulatory change

e Audited internally at defined intervals

17. Enforcement

Violation of this policy may result in:
e Disciplinary action
¢ Contract termination

e Legal action where applicable

18. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15™ Feb 2027
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DATA PROTECTION & PRIVACY POLICY

(Global Privacy & GDPR-Aligned Framework)

1. Policy Statement

CTC BITTOKEN is committed to protecting the privacy, confidentiality, and lawful processing of
personal data across its digital ecosystem, physical operations, and global user base.

As a Dubai Mainland entity operating globally with a strategic focus on Africa and Asia, CTC
BITTOKEN adopts international best practices in data protection, including alighment with the
principles of:

e EU General Data Protection Regulation (GDPR) (where applicable)
e UAE Personal Data Protection Law (PDPL - Federal Decree-Law No. 45 of 2021)
e Global privacy governance standards

Data protection is treated as a fundamental trust pillar of the CTC Digital Nation ecosystem.

2. Purpose
This policy establishes the framework to:
e Ensure lawful, fair, and transparent processing of personal data
e Protect user, investor, employee, and partner information
o Prevent misuse, unauthorized disclosure, or unlawful access
o Define individual data rights

e Align with global data governance standards

3. Scope

This policy applies to:
e Allusers of CTC platforms
e Token holders (if personal data is collected)
¢ Employees and contractors

e |nvestors and partners
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e Website visitors

e Digital platform subscribers

It covers:

¢ Online platforms

e Mobile applications
¢ Cloud systems

e CRM systems

e Physicalrecords

4. Definitions
Personal Data: Any information relating to an identified or identifiable natural person.

Processing: Any operation performed on personal data including collection, storage, use,
transfer, or deletion.

Data Subject: The individual whose data is processed.

5. Data Protection Principles

CTC BITTOKEN processes data according to the following principles:

5.1 Lawfulness, Fairness & Transparency

Data shall only be processed for legitimate purposes and communicated clearly.
5.2 Purpose Limitation

Data collected shall only be used for specified and legitimate business purposes.
5.3 Data Minimization

Only necessary data shall be collected.

5.4 Accuracy

Data must be accurate and kept up to date.

5.5 Storage Limitation

Data shall not be retained longer than necessary.

T) BITTOKEN IS 80
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5.6 Integrity & Confidentiality

Data shall be protected against unauthorized access, alteration, or disclosure.

6. Lawful Basis for Processing
CTC BITTOKEN may process personal data based on:
e Userconsent
e Contractual necessity
o Legal obligation
e Legitimate business interests
¢ Regulatory compliance

Consent shall be obtained where legally required.

7. Categories of Data Collected
Depending on platform usage, CTC may collect:
e Name and contact details
e |dentification data (if KYC implemented in future)
e Wallet addresses (if applicable)
e Transaction data
e Platform activity data
o Employment-related data
¢ Communication records

Sensitive data shall only be processed when legally permitted.

8. Data Subject Rights
Where applicable under GDPR or other regulations, individuals may have the right to:

e Access their personal data

e Request correction

e Request deletion (right to be forgotten)

Building the World’s First Equitable Digital Nation .") BITTOKEN BGEEEERIRZ:




CREATIVE TIME
CENTER
e Restrict processing
e Objectto processing
e Request data portability

e Withdraw consent

CTC BITTOKEN shall establish procedures to respond within lawful timeframes.

9. International Data Transfers
As a global platform:

o Cross-border data transfers shall follow lawful safeguards
e Data hosting providers must meet international compliance standards

e Adequate contractual protections shall be implemented

10. Data Retention

Personal data shall be retained only for:
e Duration necessary for business purposes
e Legal orregulatory retention requirements
e Audit and compliance obligations

Data shall be securely deleted or anonymized when no longer required.

11. Security of Processing

In alignment with the IT Security Policy:
¢ Encryption of sensitive data
¢ Access control management
e Secure cloud hosting

¢ Incidentresponse mechanisms

e Databreach reporting procedures
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12. Data Breach Notification

In the event of a data breach:

e Immediate internal escalation

e Risk assessment

o Notification to authorities where legally required

¢ Notification to affected individuals when necessary

All breaches shall be documented.

13. Third-Party Data Processors
Third-party vendors must:

e Sign Data Processing Agreements (DPA)
¢ Meet minimum security and privacy standards

e Process data only under CTC instructions

14. Children’s Data

CTC BITTOKEN does not knowingly collect personal data from minors without lawful guardian
consent where required by law.

15. Governance & Accountability
CTC shall designate:

e A Data Protection Responsible Officer (DPO or equivalent role)
e Internalreview mechanisms

e Periodic compliance audits

16. Policy Review
This policy shall be:

e Reviewed annually

e Updated upon regulatory change
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e Communicated to users through official channels

17. Enforcement

Violation of this policy may result in:
e Disciplinary action
¢ Termination of contracts

e Legal consequences

18. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15™ Feb 2027
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ANTI-MONEY LAUNDERING (AML) & COUNTER-
TERRORIST FINANCING (CTF) POLICY

(Global Compliance & Financial Integrity Framework)

1. Policy Statement

CTC BITTOKEN is committed to preventing money laundering, terrorist financing, fraud,
corruption, and other financial crimes within its digital ecosystem, token infrastructure, and
operational activities.

As a Dubai Mainland entity operating globally, CTC BITTOKEN aligns with:
o UAE Federal AML/CTF Regulations
o Central Bank of UAE guidelines (where applicable)
o FATF (Financial Action Task Force) international standards
e Global best practices in digital asset compliance

Financial integrity is a foundational pillar of the CTC Digital Nation model.

2. Purpose
This policy establishes a structured framework to:

e Prevent misuse of BITTOKEN or CTC platforms for illicit financial activity

e Implementrisk-based AML controls

o Protectinvestors, users, and ecosystem credibility

e Ensure compliance readiness for potential exchange listing or regulatory review

e Strengthen institutional trust

3. Scope
This policy applies to:
¢ Allemployees and executives

e Token transactions (if applicable)

e Treasury management activities
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e |nvestors and contributors
e Strategic partners

o Any future token sale, offering, or listing

It covers both fiat and digital asset transactions connected to CTC operations.

4. Regulatory Alignment
CTC BITTOKEN acknowledges alignment with:
o UAE Federal Decree-Law No. 20 of 2018 (AML Law)
e Cabinet Decision No. 10 of 2019 (AML Regulations)
e FATF Recommendations
e Risk-based compliance models applicable to digital assets

Where required, CTC will cooperate with relevant UAE authorities.

5. Risk-Based Approach
CTC BITTOKEN adopts a risk-based AML framework that includes:
e Periodic risk assessments
e Customerrisk categorization (low, medium, high risk)
e Geographic risk evaluation
e Transaction pattern monitoring
e Enhanced due diligence (EDD) where applicable

AML controls shall scale proportionally with operational expansion.

6. Know Your Customer (KYC) Framework

Although token listing is not yet decided, CTC BITTOKEN reserves the right to implement
mandatory KYC procedures for:

e Token purchases or investments

e Treasury participation

e Governance voting access (if required)
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High-value transactions

KYC procedures may include:

Identity verification

Proof of address

Source of funds declaration

Politically Exposed Person (PEP) screening

Sanctions list screening

7. Prohibited Activities

The following are strictly prohibited:

Use of CTC platforms for money laundering
Terrorist financing

Fraudulent activity

Use of sanctioned addresses or entities

Anonymous high-risk transactions without verification

Suspicious activities will be investigated.

8. Transaction Monitoring

CTC BITTOKEN shall implement:

Blockchain transaction monitoring tools (if token deployed)

Suspicious activity pattern detection
Threshold-based alerts

Internal reporting escalation procedures

Where necessary, external compliance software may be utilized.

9. Suspicious Activity Reporting (SAR)

If suspicious activity is detected:

Immediate internal review

Building the World’s First Equitable Digital Nation

T) BITTOKEN [SREREE



CREATIVE TIME
CENTER
o Escalation to compliance leadership
e Documentation of findings

o Reporting to UAE authorities where legally required

Records shall be maintained for regulatory compliance.

10. Record Keeping
CTC BITTOKEN shall maintain:
e KYC documentation (if implemented)
e Transaction logs
e Riskassessments
e Suspicious activity records

Retention periods shall comply with UAE regulatory requirements.

11. Sanctions Compliance
CTC BITTOKEN shall:

e Screen againstinternational sanctions lists
e Avoid engagement with restricted jurisdictions

¢ Terminate relationships where sanctions violations are identified

12. Treasury & Wallet Governance
If digital wallets are used:

e Multi-signature wallet structure
e Segregation of treasury functions
e Dual authorization for high-value transactions

e Periodic treasury audits

13. Employee Responsibilities

Employees must:
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e Report suspicious transactions
e Complete AML awareness training
e Follow compliance protocols

e Avoid conflicts of interest

Failure to comply may result in disciplinary action.

14. Training & Awareness
CTC BITTOKEN shall conduct:

e Periodic AML compliance training
e Executive-level compliance awareness sessions

e Updates on regulatory changes

15. Compliance Officer
CTC shall designate an AML Compliance Responsible Officer to:

e Oversee AML framework implementation
e Monitor risk exposure
e Report compliance status to executive leadership

e Liaise with authorities where required

16. Audit & Review
This policy shall be:
e Reviewed annually

e Updated upon regulatory changes

¢ Audited internally or externally when necessary

17. Enforcement

Non-compliance may result in:

e Suspension of user accounts
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e Termination of business relationships
e Regulatory reporting

e Legal action

18. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15™ Feb 2027
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QUALITY POLICY

(Operational Excellence & Continuous Improvement Framework)

1. Policy Statement

CTC BITTOKEN is committed to delivering structured, reliable, secure, and high-quality digital
services, token infrastructure, educational programs, and ecosystem operations.

Quality is embedded by design within the CTC Digital Nation architecture and is treated as a
strategic governance function essential to sustainability, credibility, and long-term value
creation.

2. Purpose
This policy establishes the framework to:

e Ensure consistent service delivery standards

e Maintain high operational reliability

e Protect ecosystem credibility

e Drive continuous improvement

e Align with ISO 9001 Quality Management principles

e Strengthen stakeholder confidence

3. Scope
This policy applies to:
o Digital platform operations
e Token infrastructure (if deployed)
e Smart contract deployment procedures
o Educational and content services
e Internal operational processes

e Treasury and governance activities

e Customer and stakeholder engagement
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4. Quality Management Principles
CTC BITTOKEN adopts the following core principles:

4.1 Customer & Stakeholder Focus

We aim to meet and exceed expectations of users, investors, partners, and community
members.

4.2 Leadership Commitment

Executive management shall actively support and monitor quality performance.

4.3 Process-Based Approach

All key activities shall be structured, documented, and governed by defined processes.
4.4 Risk-Based Thinking

Operational and technical risks shall be proactively identified and mitigated.

4.5 Continuous Improvement

Performance metrics, audits, and stakeholder feedback shall guide improvement.

4.6 Evidence-Based Decision Making

Strategic decisions shall rely on measurable performance data and documented analysis.

5. Quality Objectives
CTC BITTOKEN shall establish measurable quality objectives such as:
e System uptime performance targets
e User satisfaction benchmarks
e Security audit compliance rate
¢ Incident response time targets
e Platform performance reliability metrics
e Operational error reduction

Objectives shall be reviewed periodically by executive leadership.
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6. Governance Structure
6.1 Executive Oversight
Quality governance shall be monitored at executive level.
6.2 Quality Responsible Officer
A designated Quality Lead shall:

e Monitor operational performance

e Conductinternal reviews

e Coordinate audits

e Track corrective and preventive actions

7. Process Documentation & Control
CTC BITTOKEN shall maintain:

e Documented procedures

e Version-controlled policy framework

e Change management protocols

e Approval workflows for system updates
e Structured governance records

All major operational changes shall follow formal review and approval processes.

8. Smart Contract & Product Quality Assurance
If token systems are deployed:
e Pre-deployment testing
e Third-party smart contract audits
e Quality verification prior to public release
e Controlled update procedures

Digital products shall follow structured testing before launch.

9. Performance Monitoring
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CTC BITTOKEN shall implement:
e Key Performance Indicators (KPls)
e Operational dashboards
e Internal audits

o Risk review meetings

e Corrective action tracking

10. Continuous Improvement Framework
CTC shall adopt a structured improvement model including:
e Incident analysis
e Root cause analysis
e Preventive control enhancement
e Stakeholder feedback integration
e Periodic policy updates

Improvement shall be systematic, not reactive.

11. Stakeholder Feedback Mechanism
CTC BITTOKEN shall:
e Enable structured feedback channels
e Monitor user satisfaction
e Investigate complaints
e Trackresolution performance

Feedback shall inform strategic improvements.

12. Compliance & Certification Roadmap
CTC BITTOKEN intends to align progressively with:

e |SO 9001 Quality Management System

e Corporate governance best practices

Building the World’s First Equitable Digital Nation
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e ESG and sustainability reporting standards

Certification may be pursued as part of institutional maturity growth.

13. Training & Competency
Employees and contractors shall:

e Receive role-based competency development
e Follow documented procedures
o Participate in periodic performance reviews

Competency development is integral to quality assurance.

14. Audit & Review
This policy shall be:

o Reviewed annually
e Audited internally

e Updated based on operational performance

15. Enforcement
Failure to comply with quality standards may result in:

e Process corrective action
e Performance review

e Contractual review

16. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15™ Feb 2027
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CORPORATE SOCIAL RESPONSIBILITY (CSR)
POLICY

(Sustainable Impact & Ethical Contribution Framework)

1. Policy Statement

CTC BITTOKEN is committed to operating as a responsible digital nation and corporate entity,
integrating ethical governance, social contribution, environmental awareness, and sustainable
development into its strategic and operational activities.

As a Dubai Mainland organization with a global focus on Africa and Asia, CTC BITTOKEN
recognizes its responsibility to contribute positively to communities, digital inclusion, and long-
term socio-economic development.

CSRis embedded as a structural pillar of ecosystem sustainability.

2. Purpose
This policy establishes the framework to:

e Promote ethical and responsible business conduct
e Support digitalinclusion and education

e Contribute to sustainable development goals

e Fosterinnovation that benefits communities

e Ensure long-term environmental and social accountability

3. Scope
This policy applies to:
¢ Executive leadership
¢ Employees and contractors
e Platform operations
e Community engagement programs

e Educationalinitiatives

e Strategic partnerships
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CSR commitments extend across digital, physical, and global activities.

4. CSR Pillars

CTC BITTOKEN adopts the following CSR pillars:

4.1 Ethical Governance & Integrity

CTC shall:

Operate with transparency and accountability
Prevent corruption and unethical conduct
Maintain structured governance frameworks

Promote responsible financial and digital asset management

Ethical integrity is foundational to ecosystem trust.

4.2 Digital Inclusion & Education

CTC BITTOKEN aims to:

Promote access to digital tools and knowledge
Support education initiatives in emerging markets
Enable youth and entrepreneurs to participate in the digital economy

Encourage capacity building across Africa and Asia

Digital empowerment is central to the CTC Digital Nation vision.

4.3 Innovation for Socio-Economic Development

CTC shall:

Encourage innovation-driven entrepreneurship
Support creators and digital professionals
Facilitate structured economic participation through tokenized incentives

Promote scalable and sustainable digital business models
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4.4 Environmental Responsibility
While primarily a digital ecosystem, CTC BITTOKEN commits to:
e Responsible energy-conscious digital operations
e Sustainable office practices
¢ Reduction of waste and resource inefficiency

o Evaluating environmentally responsible hosting providers

Environmental stewardship remains a long-term objective.

4.5 Community Engagement
CTC BITTOKEN shall:
e Promote collaborative partnerships
e Engage stakeholders transparently
e Support community-building initiatives
e Encourage volunteerism and knowledge-sharing

Community participation strengthens ecosystem sustainability.

5. Alignment with Sustainable Development
CTC BITTOKEN supports global sustainability principles and aligns with:

e United Nations Sustainable Development Goals (SDGs)
o Responsible digital economy development
e |nnovation and entrepreneurship advancement

CSRinitiatives may be mapped to measurable development impact indicators.

6. Responsible Token Economy
If token systems are operational, CTC shall ensure:

o Fair participation access

e Transparent allocation models

¢ Non-exploitative incentive structures
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e Responsible treasury governance

The digital economy must be structured ethically.

7. Stakeholder Responsibility
Employees, executives, and partners are expected to:

e Uphold ethical standards
e Avoid conflicts of interest
e Report unethical behavior

¢ Contribute to responsible ecosystem growth

8. Reporting & Transparency
CTC BITTOKEN may publish:

e CSRimpact updates

e Community engagement metrics

e Sustainability performance indicators
e Governance transparency reports

Transparency strengthens credibility.

9. Monitoring & Review
CSRinitiatives shall be:

o Reviewed annually
o Assessed for measurable impact

o Updated in line with strategic growth

10. Enforcement
Violation of CSR principles may result in:

e Disciplinary action

e Partnership review
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e Contract termination

11. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15" Feb 2027
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EQUAL OPPORTUNITY & NON-DISCRIMINATION
POLICY

(Workplace Fairness & Ethical Inclusion Framework)

1. Policy Statement

CTC BITTOKEN is committed to providing a fair, respectful, inclusive, and non-discriminatory
working environment across all its operations.

As a Dubai Mainland entity operating globally, CTC BITTOKEN promotes equal opportunity in
recruitment, employment, promotion, training, and partnership engagement, ensuring that all
individuals are treated with dignity and fairness.

Equality and merit-based opportunity are foundational principles of institutional credibility and
sustainable growth.

2. Purpose
This policy establishes the framework to:

e Preventdiscrimination and harassment

e Promote merit-based employment practices

e Ensure fair treatment across all organizational levels

o Align with UAE labor regulations and international human rights principles

e Foster arespectful and inclusive workplace culture

3. Scope
This policy applies to:
¢ Executive leadership
e Employees
e« Contractors
e Interns

e Consultants

e Job applicants
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e Business partners (where applicable)

It covers both physical workplace environments and digital collaboration spaces.

4. Non-Discrimination Commitment
CTC BITTOKEN prohibits discrimination based on, but not limited to:

e Gender

e Race or ethnicity

o Nationality

o Religion or belief

e Disability

o Age

e Marital status

e Socio-economic background

e Anyother protected characteristic under applicable law

All employment decisions shall be based solely on merit, qualifications, performance, and
business requirements.

5. Equal Employment Opportunity
CTC BITTOKEN commits to:

e Fairrecruitment processes

e Transparentjob descriptions

e Equal accessto training and development
o Objective performance evaluations

e Equal opportunity for advancement

Hiring and promotion decisions shall follow documented evaluation criteria.

6. Anti-Harassment Policy

CTC BITTOKEN strictly prohibits:
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e Workplace harassment
e Verbal or physical abuse
e Bullying
e Sexual harassment

o Retaliation against whistleblowers

All complaints shall be treated confidentially and investigated objectively.

7. Workplace Respect & Professional Conduct
Employees are expected to:

e Treat colleagues with respect

e Maintain professional conduct

e Avoid discriminatory language or behavior

e Promote a culture of collaboration and mutual support

8. Reporting & Complaint Mechanism
CTC BITTOKEN shall establish:
¢ Confidential reporting channels
e Structured grievance procedures
o Non-retaliation protections
e Escalation protocols for serious misconduct

Complaints shall be reviewed promptly and fairly.

9. Leadership Responsibility
Management is responsible for:

e Promoting inclusive culture
¢ Monitoring workplace behavior

e Addressing conflicts professionally

e Ensuring compliance with this policy
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Leaders must model ethical conduct.

10. Training & Awareness
CTC BITTOKEN shall:

e Provide awareness training on equal opportunity principles
e Promote diversity and inclusion understanding

e Educate employees on respectful communication

11. Compliance with UAE Regulations

This policy aligns with:
e UAE Federal Decree-Law No. 33 of 2021 on Labour Relations
o UAE Anti-Discrimination Laws

e International labor and human rights principles

12. Monitoring & Review
This policy shall be:

e Reviewed annually
e Updated upon legal or organizational changes

e Monitored through HR oversight

13. Enforcement

Violation of this policy may result in:
e Disciplinary action
e Termination of employment

e Contract review

e Legal action where applicable
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14. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15" Feb 2027
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HEALTH, SAFETY & ENVIRONMENT (HSE) POLICY

(Workplace Safety & Environmental Responsibility Framework)

1. Policy Statement

CTC BITTOKEN is committed to providing a safe, healthy, and environmentally responsible
working environment across its physical offices, digital operations, and community activities.

As a Dubai Mainland organization with global engagement, CTC BITTOKEN recognizes its
responsibility to protect the wellbeing of employees, contractors, visitors, and stakeholders
while minimizing environmental impact.

Health, Safety, and Environmental management is integrated into the governance structure of
the CTC Digital Nation ecosystem.

2. Purpose
This policy establishes the framework to:

e Protect employee health and safety

o Preventworkplace incidents and injuries
e Promote safe office operations

e Ensure emergency preparedness

o Reduce environmental footprint

e Align with UAE occupational health and safety regulations

3. Scope
This policy applies to:
e Allemployees and executives
e Contractors and consultants
e Office premises and facilities
¢ Events and physical gatherings

e Equipment and workplace infrastructure

It covers both on-site and authorized off-site activities.
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4. Health & Safety Commitment

CTC BITTOKEN commits to:

Maintaining a safe and hazard-free workplace
Complying with UAE safety regulations
Providing safe working conditions

Ensuring emergency response readiness

Preventing accidents through proactive risk management

Safety is a shared responsibility.

5. Risk Assessment & Hazard Management

CTC BITTOKEN shall:

Conduct periodic workplace risk assessments
Identify potential hazards

Implement preventive and corrective measures
Maintain safe electrical and IT infrastructure

Ensure safe office ergonomics

Risk mitigation shall be documented and monitored.

6. Emergency Preparedness

CTC BITTOKEN shall establish:

Emergency evacuation procedures
Fire safety measures

Clearly marked exits

First aid availability

Emergency contact protocols

Employees shall be informed of emergency procedures.

7. Workplace Health & Wellbeing

CTC BITTOKEN promotes:

Building the World’s First Equitable Digital Nation
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e Reasonable working hours
e Safe ergonomic workstations
o Mental wellbeing awareness
e Respectful work environment

e Prevention of workplace stress

Employee wellbeing contributes to organizational sustainability.

8. Environmental Responsibility
Although primarily a digital ecosystem, CTC BITTOKEN commits to:
e Responsible energy usage
e Paperreduction and digital documentation
e Waste minimization practices
e Sustainable procurement where feasible
o FEvaluating environmentally responsible service providers

Environmental impact awareness supports long-term sustainability.

9. Contractor & Visitor Safety
All contractors and visitors must:

o Follow safety guidelines
e Comply with office procedures
e Avoid unsafe behavior

e Report hazards immediately

10. Incident Reporting & Investigation
CTC BITTOKEN shall:

¢ Establish incident reporting procedures

e Investigate accidents promptly

¢ Document corrective actions
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e Monitor preventive improvements

Allincidents shall be recorded and reviewed.

11. Training & Awareness
Employees shall:

e Receive basic safety orientation
o Beinformed of emergency procedures

o Follow safe equipment handling practices

12. Compliance with UAE Regulations
This policy aligns with:
o UAE Occupational Health & Safety regulations

e Dubai Municipality safety requirements (where applicable)

e Civil Defense fire safety standards

13. Monitoring & Review
This policy shall be:

e Reviewed annually
e Updated upon operational expansion

¢ Monitored by executive management

14. Enforcement
Failure to comply may resultin:
e Disciplinary action

e Contract review

e Regulatory reporting (if required)

Building the World’s First Equitable Digital Nation T) BITTOKEN Page 37 of 78




CREATIVE TIME
CENTER

15. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15" Feb 2027
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RISK MANAGEMENT POLICY

(Enterprise Risk Governance Framework)

1. Policy Statement

CTC BITTOKEN is committed to implementing a structured Enterprise Risk Management (ERM)
framework to systematically identify, assess, mitigate, monitor, and report risks that may
impact its strategic objectives, digital ecosystem, token infrastructure, treasury stability,
operational continuity, regulatory compliance, and long-term sustainability.

Risk management is integrated into strategic planning, executive decision-making, and
operational governance.

2. Purpose
This policy establishes a formal framework to:

e |dentify and categorize enterprise risks

e Evaluate likelihood and impact exposure

o Implement proportionate mitigation strategies

e Protect digital, financial, and reputational assets
e Strengthen operational resilience

e Align with ISO 31000 Risk Management principles

3. Scope
This policy applies to:
e Executive leadership and Board-level oversight
e Alldepartments and operational functions
o Digital platforms and blockchain infrastructure
e Tokenissuance and treasury management (if applicable)
¢ Financial management activities

e Third-party partnerships

e Compliance and regulatory operations
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It covers internal and external risk exposure.

4. Definitions

Enterprise Risk: Any uncertain event or condition that may affect the achievement of strategic,
operational, financial, or regulatory objectives.

Risk Register: A formal document that records identified risks, impact assessments, mitigation
plans, and responsible owners.

Risk Owner: The individual responsible for monitoring and managing a specific risk.

Mitigation Control: A preventive or corrective measure implemented to reduce risk exposure.

5. Roles & Responsibilities
5.1 Executive Management
Executive leadership shall:
e Oversee enterprise risk governance
e Approve risk mitigation strategies
e Review high-impact risks
e Ensureriskintegration into strategic decisions
5.2 Risk Responsible Officer
A designated Risk Officer (or assigned executive) shall:
e Maintain the Risk Register
e Conduct periodic risk assessments
o Coordinate cross-functional risk reviews
e Reportrisk exposure status to executive leadership
5.3 Department Heads
Department leaders shall:

e Identify operational risks within their functions

¢ Implement mitigation controls

e Report emerging risks promptly
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5.4 Employees
All employees are responsible for:
o Reporting identified risks

e Complying with risk mitigation procedures

e Supporting risk awareness culture

6. Risk Management Procedures & Controls
CTC BITTOKEN adopts a structured risk lifecycle:
6.1 Risk Identification
Risks shall be identified through:
e Strategic planning reviews
¢ Internal audits
e Incidentreports
e Regulatory monitoring
e Operational assessments
6.2 Risk Assessment
Each risk shall be evaluated based on:
e Likelihood (Low / Medium / High)
e Impact (Operational/ Financial / Reputational / Regulatory)
¢ Risk Severity Rating
Assessment results shall be documented in the Risk Register.
6.3 Risk Mitigation
Mitigation strategies may include:
¢ Policy development
e Technical controls
e Segregation of duties

e Multi-signature treasury controls

. Insurance coverage
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e Processimprovement
e External audit engagement
6.4 Risk Monitoring
Risk exposure shall be:
o Reviewed quarterly

¢ Updated in the Risk Register

o Escalated when impact thresholds are exceeded

7. Risk Categories
CTC BITTOKEN recognizes the following primary risk categories:
e Strategic Risk
e Operational Risk
e Financial & Treasury Risk
e Cyber & Technology Risk
o Regulatory & Compliance Risk
e Reputational Risk

Each category shall be monitored proportionally to its exposure level.

8. Monitoring & Review
Risk management effectiveness shall be:

o Reviewed quarterly at management level
e Evaluated annually at policy level
¢ Updated following major operational or regulatory changes

Periodic internal audits may be conducted.

9. Compliance & Enforcement

Failure to comply with risk management procedures may result in:

e Corrective action plans
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e Executive review
e Disciplinary measures
e Contract termination (where applicable)

Serious risk negligence may lead to legal consequences.

10. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15™ Feb 2027
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SUSTAINABILITY MANAGEMENT POLICY

(Long-Term Value & Responsible Growth Framework)

1. Policy Statement

CTC BITTOKEN is committed to embedding sustainability into its strategic planning, digital
operations, token economic design, governance architecture, and stakeholder engagement.

Sustainability is engineered as a structural pillar of the CTC Digital Nation model, ensuring
balanced economic growth, environmental responsibility, ethical governance, and long-term
ecosystem resilience.

2. Purpose
This policy establishes a formal framework to:

e Integrate sustainability into executive decision-making
e Promote long-term economic resilience

e Encourage responsible digital operations

e Align with global ESG principles

e Support sustainable development initiatives

e Protect long-term stakeholder value

3. Scope
This policy applies to:
o Executive leadership
e Strategic planning functions
e Tokenomics and liquidity governance (if applicable)
e Treasury and financial management
¢ Digital platform operations
e Office and facility management
e Partnerships and procurement decisions

It covers both internal operations and ecosystem-level sustainability exposure.
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4. Definitions

Sustainability: The ability to maintain economic, environmental, and social performance over
the long term without compromising future growth.

ESG: Environmental, Social, and Governance principles used to evaluate institutional
responsibility and resilience.

Economic Sustainability: Maintaining financial stability, disciplined capital allocation, and long-
term viability of token and operational models.

Environmental Sustainability: Responsible management of environmental impact and resource
usage.

Social Sustainability: Ethical engagement, community inclusion, and responsible stakeholder
participation.

5. Roles & Responsibilities
5.1 Executive Management
Executive leadership shall:
e Integrate sustainability into strategic decisions
e Approve sustainability objectives
e Monitor ESG performance indicators
e Ensure alignment between growth and resilience
5.2 Sustainability Responsible Officer
A designated executive or assigned leader shall:
e Monitor sustainability KPIs
o Coordinate sustainability initiatives
e Track ESG alignment
e Report progress to executive management
5.3 Department Heads
Department leaders shall:

¢ Implement sustainability practices within their functions

e Monitor resource usage
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e |dentify improvement opportunities
5.4 Employees

Employees are responsible for:

e Supporting sustainable practices
o Following environmental and operational guidelines

o Reporting sustainability risks or inefficiencies

6. Sustainability Management Procedures & Controls

CTC BITTOKEN adopts a structured three-pillar sustainability framework:

6.1 Economic Sustainability Controls
e Structured tokenomics and supply discipline
e Liquidity sustainability protocols
e Treasury reserve safeguards
e Risk-based capital allocation
e Long-term financial planning

o Avoidance of speculative-driven instability

6.2 Environmental Sustainability Controls
o Responsible digital infrastructure selection
e Energy-conscious hosting decisions
¢ Digital documentation to reduce paper usage
¢ Waste reduction in physical offices

¢ Evaluation of environmentally responsible vendors

6.3 Social Sustainability Controls

e Promotion of digital inclusion

e Ethicaltoken participation governance
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e Transparent allocation frameworks

e Education and capacity-building initiatives

o Fair stakeholder access to ecosystem participation

7. ESG Integration

CTC BITTOKEN intends to progressively align with:
e Environmental, Social & Governance (ESG) best practices
e United Nations Sustainable Development Goals (SDGs)
e Responsible digital economy standards

Sustainability indicators may be developed to track measurable impact.

8. Monitoring & Review
Sustainability performance shall be:
e Reviewed annually
e Monitored through defined KPls
e Evaluated during strategic planning cycles
o Updated in response to operational or regulatory changes

Periodic internal reviews may be conducted.

9. Compliance & Enforcement
Failure to comply with sustainability principles may result in:

e Operational corrective action
e Strategic review by executive management

¢ Disciplinary measures (where applicable)

e Partnership reassessment
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10. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15" Feb 2027
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CODE OF ETHICS & BUSINESS CONDUCT POLICY

(Ethical Governance & Professional Integrity Framework)

1. Policy Statement

CTC BITTOKEN is committed to conducting its business with integrity, transparency,
accountability, and ethical responsibility across all operations, digital platforms, token
infrastructure, treasury management, and stakeholder engagements.

This Code of Ethics & Business Conduct establishes the behavioral and professional standards
expected from all employees, executives, contractors, advisors, and representatives of CTC
BITTOKEN.

Ethical conductis a foundational pillar of trust, sustainability, and institutional credibility.

2. Purpose
This policy establishes a formal framework to:
e Promote ethical behavior and integrity
e Prevent misconduct, corruption, and abuse of authority
o Safeguard stakeholder trust
e Protect the organization’s reputation
o Align with UAE legal requirements and international governance standards

e Support transparent digital asset and token governance

3. Scope
This policy applies to:
¢ Executive leadership
e Board members (if applicable)
e Employees
e Contractors and consultants

e Advisors

e Temporary staff
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e Representatives acting on behalf of CTC BITTOKEN

This policy applies to both physical operations and digital ecosystem activities.

4. Definitions

Ethical Conduct: Acting with honesty, fairness, transparency, and integrity in all professional
activities.

Misconduct: Any behavior that violates laws, policies, or ethical standards.
Conflict of Interest: A situation where personal interests interfere with professional duties.

Insider Information: Confidential or non-public information that could influence token value,
financial decisions, or strategic positioning.

5. Roles & Responsibilities
5.1 Executive Management
Executive leadership shall:

e Model ethical behavior

e Promote an ethical culture

e Ensure policy enforcement

e Address violations appropriately
5.2 Managers
Managers are responsible for:

e Ensuringteam compliance

¢ Encouraging ethical reporting

e Escalating concerns promptly
5.3 Employees & Representatives
All personnel must:

e Comply with this policy

e Avoid unethical behavior

e Report suspected misconduct
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e Protect confidential information

6. Ethical Principles & Conduct Standards
6.1 Integrity & Honesty
All business activities must be conducted truthfully and transparently.

Misrepresentation, fraud, or deceptive practices are strictly prohibited.

6.2 Compliance with Laws
CTC BITTOKEN shall comply with:
e UAE laws and regulations
e Applicable international compliance standards

e AML, data protection, and cybersecurity requirements

6.3 Anti-Bribery & Anti-Corruption
CTC BITTOKEN prohibits:

o Offering or accepting bribes

e Improper payments

e Facilitation payments

¢ Undue influence or kickbacks

Gifts or hospitality must be reasonable, transparent, and compliant with internal approval
procedures.

6.4 Confidentiality & Data Protection
Personnel must:

e Protect confidential information
e Avoid unauthorized disclosure

e Secure digital and physical records

e Follow IT Security and Data Protection policies
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6.5 Insider Trading & Token Integrity

If BITTOKEN is operational:

e Non-public information regarding token release, treasury changes, partnerships, or
strategic announcements must not be used for personal gain

e Insidertrading or preferential allocation is strictly prohibited

6.6 Fair Dealing
CTC BITTOKEN shall:

e Compete fairly
e Avoid misleading claims
e Honor contractual obligations

e Treat stakeholders with respect

6.7 Professional Workplace Conduct
Personnel must:

e Maintain respectful behavior
e Avoid harassment or discrimination
e Comply with Equal Opportunity Policy

¢ Promote collaborative work culture

6.8 Use of Company Assets
Company resources must:

e Be used for legitimate business purposes
e Be protected from misuse or theft

e Be secured against unauthorized access

7. Reporting Ethical Concerns

CTC BITTOKEN shall:
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Provide confidential reporting channels
Protect individuals who report in good faith

Investigate allegations objectively

Prevent retaliation

Reports may include:

Fraud

Corruption

Insider misconduct
Data breaches

Regulatory violations

8. Monitoring & Review

This policy shall be:

Executive leadership shall monitor compliance effectiveness.

Reviewed annually
Updated upon regulatory or operational changes

Reinforced through periodic ethics training

9. Compliance & Enforcement

Violation of this policy may result in:

Disciplinary action
Termination of employment or contract
Legal action

Regulatory reporting where required

Serious violations may lead to executive review and external investigation.
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10. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15" Feb 2027
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CONFLICT OF INTEREST POLICY

(Integrity & Independent Decision-Making Framework)

1. Policy Statement

CTC BITTOKEN is committed to ensuring that all business decisions, governance actions,
token-related activities, treasury management, and strategic engagements are conducted
objectively, transparently, and in the best interest of the organization and its stakeholders.

Conflicts of interest must be identified, disclosed, managed, and mitigated to protect
institutional integrity, investor confidence, and ecosystem credibility.

2. Purpose
This policy establishes a formal framework to:
e Prevent personal interests from influencing professional decisions
e Protect fair governance in token and treasury operations
e Safeguard stakeholder trust
e Promote transparency in business relationships

¢ Align with ethical governance best practices

3. Scope
This policy applies to:
o Executive management
e Board members (if applicable)
e Employees
e Advisors
e Contractors
e Token governance participants (if applicable)

It applies to both direct and indirect interests, including financial, personal, relational, or

external business interests.
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4. Definitions

Conflict of Interest: A situation where an individual’s personal, financial, or external interests
interfere—or appear to interfere—with their professional duties.

Perceived Conflict: A situation that may not be an actual conflict but could reasonably appear
as one to external stakeholders.

Related Party: A family member, close associate, or entity with which an individual has a
financial or personal relationship.

Insider Information: Non-public information that may affect token value, treasury allocation,
partnerships, or strategic decisions.

5. Roles & Responsibilities
5.1 Executive Management
Executive leadership shall:
e Promote transparency
¢ Review disclosed conflicts
e Ensure mitigation measures are implemented
¢ Document conflict management decisions
5.2 Conflict Review Authority
A designated executive or compliance officer shall:
e Maintain a Conflict Disclosure Register
e Evaluate disclosed conflicts
¢ Recommend mitigation actions
o Escalate significant conflicts to executive leadership
5.3 Employees & Representatives
All personnel must:
e Disclose actual or potential conflicts promptly

e Avoid participating in decisions where conflict exists

e Update disclosures annually or upon change
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6. Conflict Identification & Management Procedures

6.1 Disclosure Requirement

Individuals must disclose:

Financial interests in vendors or partners

Family relationships with vendors or contractors

External employment or advisory roles

Token ownership that may influence governance decisions

Personal investment in related projects

Disclosures shall be submitted in writing.

6.2 Evaluation Process

Upon disclosure:

The conflict shall be assessed for material impact
Mitigation measures shall be documented

Decision-making restrictions may be applied

6.3 Mitigation Measures

Mitigation may include:

Recusal from decision-making
Divestment of conflicting interest
Independent review committee
Enhanced oversight

Contractual safeguards

6.4 Prohibited Conduct

The following are prohibited:
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o Self-dealing or preferential contract awards

e Influence over procurement for personal benefit

7. Token & Treasury Governance Safeguards

If BITTOKEN is operational:
o Treasury allocation decisions must follow multi-signature controls
¢ Noindividual may approve a transaction benefiting themselves
e Governance voting must follow transparent rules

¢ Related-party transactions require executive review

8. Monitoring & Review

Annual conflict disclosure updates required

Conflict register reviewed periodically

High-risk conflicts escalated immediately

Policy reviewed annually

9. Compliance & Enforcement
Failure to disclose or manage conflicts may result in:
o Disciplinary action
e Contract termination
¢ Removal from governance participation
e Legal action where applicable

Serious violations may trigger regulatory reporting.

10. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15™ Feb 2027
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WHISTLEBLOWER PROTECTION POLICY

(Integrity Reporting & Non-Retaliation Framework)

1. Policy Statement

CTC BITTOKEN is committed to maintaining a transparent, ethical, and accountable
governance environment where individuals can report suspected misconduct, regulatory
violations, unethical behavior, financial irregularities, or security breaches without fear of
retaliation.

The organization promotes a culture of integrity, responsibility, and protection for individuals
who raise concerns in good faith.

2. Purpose
This policy establishes a structured framework to:

e Encourage reporting of unethical or illegal conduct

o Protect whistleblowers from retaliation

o Ensure independent and fair investigation of concerns
e Strengthen governance accountability

o Safeguard organizational integrity

3. Scope
This policy applies to:
e Executive management
e Employees
¢ Contractors
e Advisors
e Consultants

e Interns

e Third-party service providers
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It applies to concerns related to both physical operations and digital ecosystem activities,
including token governance and treasury operations.

4. Definitions

Whistleblower: An individual who reports suspected misconduct, unethical behavior,
regulatory violations, or wrongdoing in good faith.

Retaliation: Any adverse action taken against a whistleblower, including dismissal, demotion,
harassment, intimidation, or discrimination.

Good Faith Report: A report made with honest belief that the information disclosed is true,
regardless of the outcome of investigation.

Misconduct: Any violation of law, policy, ethical standards, or governance framework.

5. Roles & Responsibilities
5.1 Executive Management
Executive leadership shall:
e Ensure a safe reporting environment
¢ Review significant reports
e Ensure independence of investigations
e Protect whistleblowers from retaliation
5.2 Designated Reporting Authority
A designated executive or compliance officer shall:
e Receive and document reports
¢ Maintain confidentiality
e Conduct or coordinate investigations
e Escalate serious matters to executive leadership
5.3 Employees & Representatives
All personnel are encouraged to:

e Report suspected misconduct

e Cooperate in investigations
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¢ Maintain confidentiality

6. Reporting Procedures & Controls

6.1 Reporting Channels

CTC BITTOKEN shall provide secure reporting mechanisms, which may include:
e Confidential email channel
e Secure reporting form
o Directreporting to designated executive

e Anonymous reporting mechanism (where feasible)

6.2 Reportable Concerns
Reports may include:
e Fraud or financial irregularities
e Corruption or bribery
e AMLviolations
e Insider trading or token manipulation
e Data breaches or cybersecurity risks
o Conflict of interest violations
e Harassment or discrimination

e Regulatory non-compliance

6.3 Confidentiality Protection

¢ Whistleblower identity shall be kept confidential to the extent legally possible

¢ Information shall be shared strictly on a need-to-know basis

6.4 Investigation Process

Upon receipt of a report:

e Initial assessment conducted
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e |nvestigation initiated where appropriate
e Findings documented
e Corrective action recommended

e Executive review conducted for serious matters

Investigations shall be conducted objectively and without bias.

6.5 Non-Retaliation Commitment
CTC BITTOKEN strictly prohibits retaliation against individuals who:

e Reportin good faith
e Participate in investigations
e Provide supporting information

Retaliation will be treated as a serious disciplinary offense.

6.6 Malicious or False Reporting

Reports made knowingly false or maliciously may result in disciplinary action.

7. Monitoring & Review
e Whistleblower reports shall be logged and tracked
e Investigation outcomes documented
o Policy reviewed annually

o Reporting effectiveness assessed periodically

8. Compliance & Enforcement
Violation of this policy may result in:
e Disciplinary action
¢ Termination of employment or contract

e Legalaction

e Executive review
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Retaliation against whistleblowers may result in immediate disciplinary measures.

9. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15™ Feb 2027
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PROCUREMENT & VENDOR MANAGEMENT POLICY

(Transparent Sourcing & Third-Party Governance Framework)

1. Policy Statement

CTC BITTOKEN is committed to conducting procurement and vendor engagements in a
transparent, fair, competitive, and accountable manner that safeguards organizational
integrity, financial discipline, cybersecurity standards, and sustainability objectives.

Vendor relationships shall be governed through structured due diligence, objective evaluation
criteria, and documented approval processes to protect operational resilience and stakeholder
trust.

2. Purpose
This policy establishes a formal framework to:

e Ensure transparent and competitive procurement practices

o Mitigate third-party operational, financial, and cybersecurity risks
o Prevent conflicts of interest and corruption

¢ Promote sustainable and responsible sourcing

o Protect digital infrastructure and treasury governance

3. Scope
This policy applies to:
e Procurement of goods and services
e Technology vendors and cloud providers
e Smart contract auditors
e Marketing and consulting services
e Facility management vendors
¢ Contractors and outsourced service providers

It covers both physical operations and digital ecosystem infrastructure.
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4. Definitions

Procurement: The structured process of sourcing, evaluating, selecting, and contracting
vendors.

Vendor: Any third-party entity providing goods or services to CTC BITTOKEN.

Due Diligence: A formal evaluation process assessing vendor capability, financial stability, legal
compliance, and risk exposure.

Related Party: Any vendor with a personal, financial, or familial connectiontoa CTC
representative.

5. Roles & Responsibilities
5.1 Executive Management
Executive leadership shall:
e Approve high-value or strategic contracts
e Oversee procurement governance
e Ensure compliance with conflict of interest standards
5.2 Procurement Responsible Officer
A designated officer shall:
e Coordinate procurement activities
e Conductvendor due diligence
e Maintain vendor records
e Ensure documentation and approval compliance
5.3 Department Heads
Department leaders shall:
e Define business requirements
o Participate in vendor evaluation
e Monitorvendor performance
5.4 Employees

Employees must:

e Avoid unauthorized vendor engagement
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e Disclose potential conflicts

e Follow approval procedures

6. Procurement Procedures & Controls
6.1 Vendor Selection Process
Procurement shall follow a structured process:
o Define scope and requirements
o Request proposals or quotations (where feasible)
e Evaluate based on objective criteria
e Conductrisk assessment
e Obtain required approvals

For high-value contracts, competitive bidding is recommended unless justified.

6.2 Evaluation Criteria
Vendors shall be evaluated based on:
e Technical capability
e Financial stability
e Compliance history
e Cybersecurity standards (for technology vendors)
o Reputation and references
o Cost-effectiveness

e ESG alignment (where applicable)

6.3 Due Diligence
Vendor due diligence may include:

e Business license verification

¢ Financial standing assessment

e Sanctions screening
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e AML screening (where applicable)

e Data protection compliance verification

¢ Smart contract audit capability (if relevant)

6.4 Contractual Safeguards

All vendor engagements must include:
e Clearly defined scope of work
e Confidentiality clauses
e Data protection obligations
e Security requirements
e Termination clauses

e Liability and indemnity provisions

6.5 Conflict of Interest Safeguards

o Related-party transactions must be disclosed
e |Independent review required for potential conflicts

o Preferential treatment is strictly prohibited

6.6 Vendor Performance Monitoring
CTC BITTOKEN shall:

e Monitor vendor performance
e Track service-level agreements (SLAS)
e Document performance issues

e Conduct periodic reviews for critical vendors

7. Monitoring & Review

e Procurement activities shall be periodically reviewed

e High-risk vendors shall undergo enhanced oversight
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e Vendor database maintained and updated

e Policy reviewed annually

8. Compliance & Enforcement
Violation of this policy may result in:

o Disciplinary action

e Contract termination

o Blacklisting of vendor

e Legal action where applicable

Undisclosed related-party transactions may result in serious governance review.

9. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15™ Feb 2027
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INTELLECTUAL PROPERTY (IP) PROTECTION
POLICY

(Innovation Safeguard & Digital Asset Ownership Framework)

1. Policy Statement

CTC BITTOKEN is committed to protecting its intellectual property assets, including digital
platforms, token architecture, smart contract designs, branding elements, proprietary
frameworks, educational content, governance models, and technological innovations.

Intellectual Property protection is fundamental to safeguarding innovation, maintaining
competitive advantage, preserving brand integrity, and ensuring long-term institutional value.

2. Purpose
This policy establishes a formal framework to:

e Define ownership of intellectual property

e Protect proprietary digital and strategic assets

e Preventunauthorized use or disclosure

e Clarify employee and contractor IP obligations

o Safeguard token-related technological innovation

e Support legal enforcement where necessary

3. Scope
This policy applies to:
e Executive leadership
e Employees
e Contractors and consultants
e Advisors

e Developers

e Technology partners
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e Contentcreators engaged by CTC BITTOKEN

It covers allintellectual property created, used, licensed, or managed by CTC BITTOKEN.

4. Definitions

Intellectual Property (IP): Legally protectable intangible assets including copyrights,
trademarks, patents, trade secrets, software code, documentation, branding, and proprietary
frameworks.

Trade Secret: Confidential information that provides competitive advantage and is not publicly
disclosed.

Work Product: Any content, software, documentation, or innovation developed during
engagement with CTC BITTOKEN.

Confidential Information: Non-public proprietary information belonging to CTC BITTOKEN.

5. Roles & Responsibilities
5.1 Executive Management
Executive leadership shall:

o Oversee IP strategy and protection
e Approve IP registrations and enforcement actions
e Ensure IP governance alignment

5.2 Legal or IP Responsible Officer
A designated executive or advisor shall:

e Maintain IP inventory records

e Coordinate trademark or copyright registrations
e Monitor unauthorized usage

e Recommend enforcement actions

5.3 Employees & Contractors
Personnel must:

e Protect proprietary information

e Avoid unauthorized disclosure
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e Assign work product ownership to CTC BITTOKEN

e Comply with confidentiality obligations

6. IP Ownership & Protection Procedures

6.1 Ownership of Work Product

All work product created by employees or contractors within the scope of engagement shall be

the exclusive property of CTC BITTOKEN unless otherwise contractually agreed.

This includes:

e Software code

e Smart contract architecture
¢ Tokenomics models

e Educational materials

e Governance frameworks

e Branding assets

e Business models

6.2 Confidentiality Controls

CTC BITTOKEN shall:
o Require confidentiality agreements (NDAs)
e Restrict access to sensitive IP
e Protectdigital repositories

e Limitdisclosure to authorized personnel

6.3 Registration & Legal Protection

Where applicable, CTC BITTOKEN may pursue:
e Trademark registration
o Copyright registration

e Patentfiling (if applicable)
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e Domain protection

e Brand registration in relevant jurisdictions

6.4 Third-Party IP Usage
CTC BITTOKEN shall:

o Respect third-party intellectual property rights
e Obtain proper licenses for software or content

e Avoid unauthorized reproduction or distribution

6.5 Digital Asset & Smart Contract Protection
If BITTOKEN is operational:

e Smart contracts shall be secured and audited
e Proprietary token architecture shall remain protected

e Unauthorized forks or misuse shall be legally evaluated

6.6 Open-Source Usage
If open-source components are used:

e License terms shall be reviewed
e Compliance with open-source obligations ensured

e Proper attribution maintained

7. Monitoring & ReviewlP inventory shall be reviewed annually

e Unauthorized use shall be monitored
e Legal enforcement reviewed periodically

e Policy updated upon operational expansion

8. Compliance & Enforcement

Violation of this policy may result in:
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e Disciplinary action

e Contract termination

e Legal action

e Financial liability claims

o Regulatory reporting where applicable

Unauthorized disclosure of trade secrets may result in serious legal consequences.

9. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15™ Feb 2027
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BUSINESS CONTINUITY & CRISIS MANAGEMENT
POLICY

(Operational Resilience & Emergency Response Framework)

1. Policy Statement

CTC BITTOKEN is committed to ensuring operational resilience, digital continuity, treasury
protection, and stakeholder confidence during disruptive events, emergencies, or crisis
situations.

The organization shall maintain structured business continuity and crisis management
mechanisms to safeguard digital infrastructure, token ecosystem integrity, financial stability,
physical operations, and reputational trust.

Operational resilience is a strategic priority of the CTC Digital Nation model.

2. Purpose
This policy establishes a formal framework to:

e Minimize operational disruption

e Protect digital platforms and treasury assets
o Ensure continuity of essential services

e Establish crisis response procedures

o Protect stakeholder trust during emergencies

e Align with ISO 22301 Business Continuity principles

3. Scope
This policy applies to:
¢ Executive leadership
e Alldepartments and operational units
o Digital infrastructure and cloud systems

e Token and treasury operations (if applicable)

e Physical office facilities
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e Critical third-party vendors

It covers natural disasters, cyber incidents, financial crises, regulatory actions, reputational
crises, and operational disruptions.

4. Definitions

Business Continuity: The ability of CTC BITTOKEN to continue essential operations during and
after a disruption.

Crisis: A significant event that threatens operations, assets, reputation, or regulatory standing.

Disaster Recovery: Technical recovery procedures to restore IT systems and digital
infrastructure.

Crisis Response Team: Designated leadership responsible for managing emergency situations.

5. Roles & Responsibilities
5.1 Executive Management
Executive leadership shall:
e Approve continuity strategy
e Oversee crisis response
¢ Communicate with stakeholders
o Authorize major recovery decisions
5.2 Crisis Response Lead
A designated Crisis Management Lead shall:
e Coordinate response activities
e Activate continuity plans
e Maintain incident documentation
e Escalate critical issues
5.3 IT & Security Team
Responsible for:

e Activating Disaster Recovery procedures

e Securing digital infrastructure
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o Restoring critical systems
e Coordinating cybersecurity containment
5.4 Department Heads
Department leaders shall:
¢ Maintain operational contingency plans

o |dentify critical functions

e Support continuity efforts

6. Business Continuity Procedures & Controls
6.1 Risk-Based Continuity Planning
CTC BITTOKEN shall identify:

e Critical operational functions

e Essential digital services

e Treasury safeguarding priorities

e Maximum tolerable downtime

Continuity plans shall be documented accordingly.

6.2 Disaster Recovery (IT)
CTC BITTOKEN shall maintain:
e Secure data backups
¢ Redundant hosting environments
o Recovery Time Objectives (RTO)
e Recovery Point Objectives (RPO)
e Secure key and wallet recovery protocols

Periodic recovery testing may be conducted.

6.3 Crisis Identification & Escalation

Events requiring activation may include:
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e Major cybersecurity breach
e Databreach
e Treasury compromise
e Token smart contract vulnerability
o Regulatory enforcement action
e Severe reputationalincident
e Physical office emergency

Escalation shall follow defined internal protocols.

6.4 Crisis Response Procedures
Upon crisis activation:
e Crisis team convenes immediately
e Situation assessment conducted
o Containment measures initiated
e Stakeholder communication strategy defined
e Regulatory reporting assessed

e Recovery plan implemented

6.5 Communication Protocol
CTC BITTOKEN shall:
e Designate authorized spokesperson
e Provide transparent, accurate updates
e Avoid premature or misleading communication

e Protect confidential and regulatory-sensitive information

6.6 Treasury & Token Safeguards

If BITTOKEN is operational:

e Multi-signature wallet governance

Building the World’s First Equitable Digital Nation .'l’ I AW L(3, ] Page 77 of 78




CREATIVE TIME
CENTER
e Emergency transaction freeze procedures (if applicable)

e Smart contract pause mechanisms (if designed)

o Treasury audit review after incident

7. Monitoring & Review
e Business Continuity Plan reviewed annually
e Crisis simulations may be conducted
¢ Incident response effectiveness evaluated

e Policy updated after major events

8. Compliance & Enforcement
Failure to comply with crisis procedures may result in:

o Executive review
e Disciplinary measures
¢ Governance restructuring

o Legal consequences where applicable

9. Approval & Version Control

Policy Owner: Executive Management
Effective Date: 15" Feb 2026

Version: 1.0

Next Review Date: 15™ Feb 2027
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